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Notices

Malwarebytes products and related documentation are provided under a license agreement containing restrictions on use and
disclosure and are protected by intellectual property laws. Except as expressly permitted in your license agreement or allowed by
law, you may not use, copy, reproduce, translate, broadcast, modify, license, transmit, distribute, exhibit, perform, publish, or
display any part, in any form, or by any means. You may copy and use this document for your internal reference purposes only.

This document is provided “as-is.” The information contained in this document is subject to change without notice and is not
warranted to be error-free. If you find any errors, we would appreciate your comments; please report them to us in writing.

The Malwarebytes logo is a trademark of Malwarebytes. Windows is a registered trademark of Microsoft Corporation. All other
trademarks or registered trademarks listed belong to their respective owners.

Copyright © 2017 Malwarebytes. All rights reserved.

Third Party Project Usage

Malwarebytes software is made possible thanks in part to many open source and third party projects. A requirement of many of
these projects is that credit is given where credit is due. Information about each third party/open source project used in
Malwarebytes software — as well as licenses for each — are available on the following page.

https://www.malwarebytes.com/support/thirdpartynotices/

Sample Code in Documentation

The sample code described herein is provided on an "as is" basis, without warranty of any kind, to the fullest extent permitted by
law. Malwarebytes does not warrant or guarantee the individual success developers may have in implementing the sample code
on their development platforms. You are solely responsible for testing and maintaining all scripts.

Malwarebytes does not warrant, guarantee or make any representations regarding the use, results of use, accuracy, timeliness or
completeness of any data or information relating to the sample code. Malwarebytes disclaims all warranties, express or implied,
and in particular, disclaims all warranties of merchantability, fitness for a particular purpose, and warranties related to the code, or
any service or software related there to.
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Laying the Groundwork

Thank you for choosing Malwarebytes to protect your company from zero-day threats. Malwarebytes Endpoint Security is
comprised of several clients designed to enhance the security of your network, your computers, and your users. We have created
this Quick Start Guide to assist you in determining which specific clients you should install, and where.

Many administrators will be installing unmanaged versions of our protection clients, and do not need a central management
console. Those users only need to read pages 1-7 of this guide. The remainder of the guide is designed to assist administrators of
the managed version to perform installation, configuration and preparation steps so they can quickly take advantage of the
protection Malwarebytes Endpoint Security provides.

Introduction

Malwarebytes Endpoint Security consists of the following solutions which provide protection against modern computing threats:

o Malwarebytes Anti-Malware for Business — Our award-winning Windows-based anti-malware client which detects and
neutralizes zero-hour malware that most anti-virus products cannot even detect. Our real-time protection is designed
to keep you safe against zero-hour malware through a combination of malware signatures and heuristic analysis.
Malwarebytes Anti-Malware is available for managed and unmanaged environments.

o Malwarebytes Anti-Exploit for Business — This innovative technology analyzes, detects and neutralizes Windows-based
vulnerability exploits based on their behavior. This signature-less technology uses 100% proactive techniques that
evaluate how threats are introduced to the endpoint rather than what is introduced, eliminating the strategy which
malware uses to bypass traditional endpoint security solutions. Malwarebytes Anti-Exploit is available for managed and
unmanaged environments.

o Malwarebytes Management Console — This Windows-based centralized management tool combines the power of our
award-winning Anti-Malware technology and our innovative patent-pending Anti-Exploit technology into a managed
solution that provides the best protection against zero-hour malware and zero-hour exploits. Policy management and
centralized reporting are also key features of Malwarebytes Management Console.

PLEASE NOTE: The following clients are licensed for use only by businesses who have purchased Malwarebytes Endpoint
Security.

o Malwarebytes Anti-Ransomware — This Windows-based client guards against ransomware — the newest and most
dangerous threat being faced today. This client continuously monitors the endpoint for ransomware behaviors, and
blocks ransomware attacks before they can cause damage. This proprietary signature-less technology is capable of
detecting unknown and future ransomware variants. This client cannot be centrally managed by Malwarebytes
Management Console.

o Malwarebytes Anti-Rootkit — This Windows-based client detects and neutralizes malicious software designed to invisibly
take control of your computer, and mask its presence from many protection products. This client cannot be centrally
managed by Malwarebytes Management Console.

o Mac Remediation dlient — This client is designed to quickly detect and remove malware and adware from Mac OS X
endpoints. Smallin size, it can be easily deployed in your choice of GUI or command line (CLI) mode. This client cannot
be centrally managed by Malwarebytes Management Console.

Deployment & Management Options

Most Malwarebytes Endpoint Security clients can be deployed in either Unmanaged mode or Managed mode. The ZIP archive which
you received from Malwarebytes contains two sub-directories, which correspond to:

o  Unmanaged This deployment method consists of an EXE and MSI package which can be deployed manually across the
network or via third-party network management agents. In addition, client protection can be managed via command
line (mbamapi.exe or mbae-cli.exe) remotely, via network management agents, or by Active Directory GPO. Logging and
reporting can be aggregated by unifying logs from endpoints and/or by submitting events to a Syslog server or SIEM.

e  Managed This method relies on the Malwarebytes Management Console to centrally deploy, manage and report on both
Anti-Malware and Anti-Exploit managed clients. This method requires use of a Windows 2008/2012/2016 server as well
as a SQL/SQL Express 2008/2012/2014/2016 database on the backend.
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IMPORTANT NOTE:

NOTE 1: When deploying Malwarebytes Endpoint Security into environments of 10,000 or more
endpoints, please refer to the Managing Malwarebytes in Large Networks Best Practices Guide for
information which will assist you in your deployment efforts.

NOTE 2: The Endpoint Security ZIP archive contains additional programs which may be of value to
you. MBAR.exe is our anti-rootkit client, and MBARW-Setup.exe is the installer for our new anti-
ransomware client. They are mentioned here to prevent confusion later.

File Commands Tools Favorites Options Help

=< N JRCER TR JEVHN e

Add Extract To  Test View Delete Find Wizard Info VirusScan Commer

m E Malwarebytes_Endpoint_Security.zip - ZIP archive, unpacked size 114,270,315 bytes

=

Mame Size Packed Type
.. File folder
| Managed File folder 7
J Unmanaged File folder 1/
L.j Endpoint Security 1.8 Quick Start Guide.pdf 1,182,935 1,110,749  Firefox HTML Doc... 9/

4 | I [

EJ O Selected 1 folder Total 2 folders and 1,232,871 bytes in 1 file

The screenshot shown here represents the structure of the Malwarebytes Endpoint Security ZIP archive which is delivered to the
customer upon purchase. Technical documentation is contained in a subfolder under each folder.

How to Choose the Correct Option for my Company

All Malwarebytes Endpoint Security clients can be deployed and controlled either in Unmanaged mode or Managed mode. The
overriding question is which mode (or combination thereof) is best for your company. Here are some scenarios and suggestions:

Who Should Use an Unmanaged Solution

Small Office or Home Office environment with 2-10 computers. May have a file server, but may not be centrally
managed in a domain.

» Small offices operating standalone computers in a very small network (or no network).

Centralized network with existing comprehensive third-party network management solution and does not wish to
introduce a second endpoint management system.

» Large enterprises operating under control of scalable network management solution

Remote users without a central network

» Retail businesses/franchises

Who Should Use a Managed Solution

Dedicated centralized solution to deploy, configure and report on all Malwarebytes endpoints

» Small to medium size organizations with a single headquarters location

Centralized network without a reliable, high bandwidth or permanent dedicated connection or VPN tunnel to
smaller remote office networks.

» Organizations with headquarters location and regional offices
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o  Centralized network, plus smaller satellite networks for remote offices which connect to the centralized network
via a permanent dedicated connection or virtual private networking (VPN).

» Organizations with headquarters location and regional offices

Who Should Use a Hybrid Solution

o  Centralized network plus remote users, or users that do not connect to the centralized network on a regular basis.

» Schools/universities supporting facilities (classrooms/libraries/labs), staff and students

Functionality Comparison

The following table addresses capabilities of clients, both managed and unmanaged.

UNMANAGED CLIENTS Anti- Anti- Anti- Anti- Mac
Malware Exploit Ransomware Rootkit Remediation

Discovery of endpoints on domain

via Active Directory ] ] | | [ ] ]

via IP Scan ] [ ] | | [ ] ]
Automated Client Installation Methods

Active Directory GPO ® o o [ ] ]

Third-Party Installers @] o ® [ 9
Managed and Configured via Command Line o o ® [ 9
Deployment to Remote Endpoints o o ® [ @
Customization of Client Behavior

Remate (command ling) ® ® [ ] ® ®

Remote (policies) ] ] | | [ ] ]

Local (user interface) ® ® || || ||
Scheduled Scans/Updates L ] || | ]
Historical Data Retention

Text files on endpoints ® ® [ ] ® ®

SQL data on server [ ] [ ] || || ||
Threat/Threat Trend Reporting (Syslog) | o || ] ]

MANAGED CLIENTS Anti- Anti- KEY to SYMBOLS
Malware Exploit

Discovery of endpoints on domain @ Supported feature
via Active Directory | Unsupported feature

via IP Scan
Automated Client Installation Methods
Malwarebytes Management Console
Active Directory GPO
Third-Party Installers
Managed and Configured via Command Line
Deployment to Remote Endpoints

Customization of Client Behavior

Remote (command line)

Remote (policies)

Local (user interface)
Scheduled Scans/Updates
Historical Data Retention

Text files on endpoints

SQL data on server

Threat/Threat Trend Reporting
Malwarebytes Management Console

Syslog Integration
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System Documentation

In creating this guide, every attempt was made to include information that would provide a single reference source for the task at
hand. That would also have turned this guide into a much larger document. As a result, there are references to other system
documentation within this guide. The following is a list of all documentation which supports Malwarebytes Endpoint Security.

e  Endpoint Security Quick Start Guide (all modes)

e Management Console Administrator Guide (managed mode)

e  Endpoint Security Best Practices Guide (managed mode)

e Managing Malwarebytes in Large Networks Best Practices Guide (managed mode)
e Anti-Malware Unmanaged Client Administrator Guide (unmanaged mode)

e  Anti-Exploit Unmanaged Client Administrator Guide (unmanaged mode)

¢ Anti-Ransomware Administrator Guide (unmanaged mode)

e  MacRemediation Client Administrator Guide (unmanaged mode)
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Before You Begin

By taking a systematic approach to installation and configuration of Malwarebytes Endpoint Security, it is simple to come up to
speed so that you receive the level of security which you expect. This section includes minimum system requirements for all
components of Malwarebytes Endpoint Security, for both managed and unmanaged solutions.

System Requirements

Each component of Malwarebytes Endpoint Security has system requirements which must be met for installation and operation.
Requirements for an unmanaged solution are simple, while a managed solution introduces complexity. For each, please consult
the appropriate guide for full system requirements.

Endpoint Clients (managed/unmanaged solution)

Endpoint clients provide security functionality on the endpoint computer. In a managed solution, they receive commands from
the Management Server (issued by the administrator from a primary/secondary console). Status is returned to the Management
Server, which processes results and provides visible notification to the administrator. In an unmanaged solution, the endpoint
client is autonomous — it executes only commands which have been issued locally.

e Hardware (Windows) e Hardware (Mac)
=  (PU:1GHz = Equivalent to OS X 10.9 minimum (validated by Apple
RAM: 1 GB (client); 2 GB (server) at time of upgrade)

= Disk space: 100 MB (program + logs)
= 800x600 screen resolution

o Software (Windows) ¢ Software (Mac)
= NET Framework 3.5 = noadditional requirements
= Windows Installer 4.0

e Operating Systems (Windows) ¢ Operating Systems (Mac)
= Windows Server 2016 = 0SX10.9or better
(excludes Server Core installation option)
= Windows Server 2012/2012 R2
(excludes Server Core installation option)
= Windows Small Business Server 2011
= Windows Server 2008/2008 R2
(excludes Server Core installation option)
= Windows Server 2003 (32-bit only)

= Windows 10
= Windows 8.1
= Windows 8
= Windows 7

=  Windows Vista
= Windows XP with SP3 (32-bit only, not
supported for anti-ransomware client)

If you are utilizing an unmanaged solution, you do not need to continue reading the remainder of this guide.
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Servers and Primary Console (managed solution)

Malwarebytes Management Console provides all system functionality via its Management Server. It provides all necessary Windows
services, and communicates directly with both primary and optional secondary console(s), as well as managed endpoints. It runs
strictly in the background. The Management Server and Database Server may both be installed on the same physical machine, or
they may be installed separately. Both are required, but the implementation decision is the responsibility of the customer based
on expected load and capabilities of the server(s) in question. Please note that the Management Server and Primary Console may
only be used on Windows-based machines.

e Hardware
= CPU: 1 GHz minimal, dual core 1.6 GHz recommended
= RAM: 1 GB minimal, 2 GB recommended
= Disk space: 2 GB minimal, 10 GB recommended
= 1024x768 screen resolution

e Software
= Windows Installer 4.5
= NET Framework 4

e Supported Operating Systems
= Windows Server 2016 (excludes Server Core installation option)
= Windows Server 2012/2012 R2 (excludes Server Core installation option)
= Windows Small Business Server 2011
= Windows Server 2008/2008 R2 (excludes Server Core installation option)

e Supported Microsoft SQL Servers
=  Database embedded: Microsoft SQL Server 2008, 2012, 2014, 2016 Express (10 GB maximum database size
limitation)
=  Databases supported: Microsoft SQL Server 2008/2008 R2, 2012, 2014, 2016

Secondary Console (managed solution)

The primary and secondary console(s) provide all interaction with the Management Server, and direct interactions with managed
endpoints. The primary console resides on the same computer as the management server. Specifications listed here are for a
secondary console, which may also be a managed endpoint (if it is not a server-class machine). Please note that the Management
Server and Primary Console may only be used on Windows-based machines.

¢ Hardware
= (CPU:Core Duo 1.6 GHz
= RAM:1GBRAM
= 1024x768 screen resolution

e Software
= NET Framework 4.0
= Windows Installer 4.5

. Supported Operating Systems
Windows Server 2016 (excludes Server Core installation option)
= Windows Server 2012/2012 R2 (excludes Server Core installation option)
= Windows Small Business Server 2011
= Windows Server 2008/2008 R2 (excludes Server Core installation option)
= Windows Server 2003 (32-bit only)

= Windows 10
= Windows 8.1
= Windows 8
= Windows 7

= Windows Vista
= Windows XP Pro with SP3 (32-bit only)

Endpoint Security Quick Start Guide 6



Making the Right Database Choice

Microsoft SQL Express database server is installed by default as part of Malwarebytes Management Console installation unless you
elect to utilize an existing Microsoft SQL Server/SQL Express database instance. If you do not use an existing Microsoft SQL Server
installation, you must consider the number of endpoints to be protected and the level of risk which your endpoints encounter.
SQL Express is limited in terms of data retention, and Malwarebytes does not recommend using this database solution for more

than 200 endpoints.

Please refer to page 3 of the Endpoint Security Best Practices Guide for more complete information pertaining to database selection
criteria.
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Preparing Endpoints for Managed Client Installation

A few changes to endpoint configuration must be implemented to facilitate installation of a Malwarebytes managed client to those
endpoints. Different preparation methods are required for each operating system, so they are grouped here by operating system.

Windows Server 2003/2008/2008 R2/SBS 2011/2012/2012 R2/2016 endpoint preparation

From the Windows Start Menu, launch Control Panel
Launch Network and Sharing Center by double-clicking on its icon
Select Change advanced sharing settings from the menu on the left side of the screen
Click the arrow to the right of All Networks or Domain. (dependent on network environment)
Turn on Network discovery, File sharing and Printer sharing.
Click the Save changes button
Close the Control Panel screen.
Launch Server Manager by clicking its Icon
Select Administrative Tools
Select Add Feature
Select .Net 3.5 - Continue through the installation
WORKGROUP ONLY: Enable the built-in administrator account by opening a command prompt as administrator, and
typing the following command:
net user administrator /active:yes

Windows 7/8/8.1/10 endpoint preparation

From the Windows Start Menu, launch Control Panel
Launch Network and Sharing Center by double-clicking on its icon
Select Change advanced sharing settings from the menu on the left side of the screen
Click the arrow to the right of All Networks or Domain (dependent on network environment).
Turn on Network discovery, File sharing and Printer sharing.
Click the Save changes button
Close the Control Panel screen.
WORKGROUP ONLY: Enable the built-in administrator account by opening a command prompt as administrator,
and typing the following command:
net user administrator /active:yes

Windows Vista endpoint preparation

From the Windows Start Menu, launch Control Panel
Launch Network and Sharing Center by double-clicking on its icon
In the section titled Sharing and Discovery, turn on Network discovery, File sharing and Printer sharing.
Close the Control Panel screen.
WORKGROUP ONLY: Enable the built-in administrator account by opening a command prompt as administrator,
and typing the following command:
net user administrator /active:yes

Windows XP endpoint preparation

From the Windows Start Menu, launch Control Panel.

Launch Windows Firewall by double-clicking on its icon.

Click the Exceptions tab.

Check the checkboxes for File and Printer Sharing.

Click OK to close the Windows Firewall screen.

Launch Administrative Tools by double-clicking on its icon.

Launch Local Security Policy by double-clicking on its icon. The Local Security Settings screen will open.
Click on Local Policies in the left panel. The main panel will refresh to show relevant settings.

Scroll down to Network access: Sharing and security model for local accounts. Double click on this setting.
Change the value to Classic — local users authenticate as themselves.

Click OK to make the change effective.

Close the Local Security Settings window.

Close the Administrative Tools window.
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External Access Requirements

If your company’s Internet access is controlled by a firewall or other access-limiting device, you must grant access for Malwarebytes
Management Console to reach Malwarebytes services. These are:

https://data.service.malwarebytes.org Port 443 outbound
https://data-cdn.mbamupdates.com Port 443 outbound
https://keystone.mwbsys.com Port 443 outbound

Installing Management Server and Primary Console

Malwarebytes Management Console is provided to customers in the Malwarebytes Endpoint Security ZIP archive. Please refer to
pages 1-2 for an introduction to the layout of the ZIP file. After extracting the Malwarebytes Management Console installer from

the ZIP file, you may begin installation. The steps shown below are the only ones that may not be self-explanatory.

Click the setup icon on your desktop to start installation of
Malwarebytes Management Console.

Server Address and Port Number: If they are not auto-
populated for you, please enter the Management Server
Address (IP or FQDN), Client Communication Port and
Server Administration Port.

WARNING: These settings determine how clients will
communicate with the server, and changes made after a
client has been deployed may cause communication issues
with that client.

Your server address will be different from the one shown
here. Port addresses may be changed if they conflict with
existing needs.

Click Next.

Select Database: Choose whether to use the embedded SQL
Server Express database or an existing SQL Server
database. If you choose to use an existing database, you
must specify the server and instance as well as the SQL
Administrator username and password.

Click Next.

=
s

MBMCSetup

i Malwarebytes Management Server

Welcome to the Malwarebytes Management Server
Setup Wizard

The installer will guide vou through the steps required ta install Malwarebytes Management Server on
your computer,

‘WARMIMNG: This computer program is protected by copyright law and international treaties.
Unautharized duplication or distribution of this program, or any partion of it, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

< Back

Cancel |

i"‘!,ll Malwarebytes Management Server

License Agreement

=101x]

™

Pleaze take a moment to read the licenze agreement now. IF you accept the terms below, click "
Agree", then "Mext". Otherwize click "Cancel”.

MALWAREBYTES ANTIMALWARE ﬂ
SOFTWARE LICENSE AGREEMENT

PLEASE READ THE FOLLOWING TERMS AND CONDITIONS CAREFULLY
BEFORE DOWNLOADING, INSTALLING OR USING THE MALWAREBYTES
ANTIMALWARE SOFTWARE OR ANY ACCOMPANYING DOCUMENTATION
(COLLECTIVELY, THE “SOFTWARE™).

THE TERMS AND CONDITIONS OF THIS SOFTWARE LICENSE AGREEMENT
AND THE MALWAREBYTES ORDERING DOCUMENT YOU EXECUTED OR LI

& | Do Mot Agree | Agree

Cancel < Back

| et > I
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Installation Complete (server): Don't be fooled! You're not
done quite yet. The Management Server has been
installed, but now it’s time to install the Primary Console.

Click Close.

Installation Complete (console): This time you are done!

Leave the mark in the check box to accept the default to
Launch Management Console, or uncheck the box to simply
leave the installation program.

Click Close.

If you elected to launch the Management Console, the
login window opens. The server address is displayed, along
with the default Admin user name.

There is no initial password, so click Login. You will then be
prompted for a new password before you are allowed to
continue.

"% Malwarebytes Management Server |0 =
L~

Installation Complete

I alwarebytes kM anagement Server has been successfully installed.

Click "Close" to exit.

[V Install Management Console

Fleasze use Windows Update to check for any critical updates to the .MET Framework.

< Back

| Cloze I

=101 ]

Cancel |

i';‘!:“ Malwarebytes Management Console

Installation Complete

t alwarebytes M anagement Conzole has been successfully installed.

Click "Close" to exit.

¥ Launch Management Console

Pleasze use Windaws Update to check for any critical updates to the MET Framewark.

| Close I
Malwarebytes Management Console x|

Canze! | < Back

Management Console

Welcome to Malwarebytes Management Console. Please enter server address, your user name and
password below.

Server Address: [10.151.104. 105 =l
User Name: IAdmin
Password: I\

Login I Cancel

Malwarebytes Management Console, © Malwarebytes. All rights reserved.
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Installing a Secondary Console

If you have other things to do besides taking care of your company’s servers, you probably would like to do as much as you can
from your own desk. A Secondary Console allows you to manage Malwarebytes Management Console from more comfortable
surroundings. Shown below is the Windows Start Menu, and links related to the Malwarebytes Management Console are shown
bordered in red.

I@ Default Programs e

{2 Internet Explorer

@ Windows Media Flayer

£ Windows Update
| Accessories

dministratol
| Administrative Tools administrator
FastStone Image Viewer
) g Documents
, Maintenance
| Malwarebytes Management Server - -
omputer
% Collect System Information -
. m Data Backup and Restoration Network
. Malwarebytes Management Console Link
Malwarebytes Management Consale
M Y g Control Panel

_/ Server Configuration
@}* 551 Certificate Configuration
A ST AL

Devices and Printers

| Microsoft Silverlight Administrative Tools »
| Microsoft SQL Server 2008

| Microsoft SQL Server 2008 R2 Help and Support

J Startup

| TechSmith Run...

1 Badk

ISearch programs and files l[_]_‘J Log off bl
& acg<=

Selecting the Malwarebytes Management Console Link will launch a browser (or a new browser tab), which shows the following:

Malwarebytes

Malwarebytes Management Console

Name: Malwarebytes Management Console
Version: 1.8.0.3394
Publisher: Malwarebytes

The following prerequisites are reguired:

» Windows Installer 4.5
= Microsoft .MET Framework 4 (x86 and x64)

Click the Download button to download the installer for the Secondary Console to your standard download location. The file will
be named mbmc-console-setup.exe. Copy that file to a thumb drive and execute it on the computer which you would like to use
for your Secondary Console, and you will then be able to manage Malwarebytes Management Console remotely. Please note that
the Secondary Console is optional. Itis not required for normal operation.
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SSL Certificate Configuration (optional)

Malwarebytes Management Console installs with a valid certificate, though many corporate customers wish to utilize their own
certificates. A certificate verifies authenticity of devices, and is a necessity when using SSL communications. The following
information may provide some assistance if certificate-oriented steps are required.

Please note that you only need to perform these tasks if you are using certificates in your organization, and wish to have
Malwarebytes Management Console be consistent with your certificate usage.

Verifying Presence of a Certificate
From the Windows Start menu, launch the SSL Certificate Configuration to display the certificate panel as shown below.

& SSL Certificate Configuration x|

File name containing the certification:

I Browse...

—Details
Issued to: localhost
Issued by: localhost

Valid from: 8/22/2013 10:45:04 AM

Valid to: 8/21/2023 5:00:00 PM

Thumbprint: [ ° o sy 3

Public key: RSA (1024 Bits)

Import Cancel

The Details section of this panel indicates that a certificate is present on this server. It is the generic certificate installed as part of
a Malwarebytes Management Console installation.

Exporting an Existing Certificate

If your server’s self-signed certificate is not recognized by Malwarebytes Management Console, you must export the certificate so
that it can then be reinstalled. Do so by performing the following steps:

e lLaunch Microsoft Management Console (mmc.exe).

o If Certificates is not an option within mmc, choose File ® Add/Remove Snap-ins ® Certificates » Add, and specify that
certificates will be managed for the Computer account. Press Finish, select Local Computer on the next screen, and Finish
again. Finally, press OK. The Certificates manager is now loaded into MMC.

e  Expand Certificates (Local Computer), then expand Personal. Available certificates will be displayed in the center panel.

o  Select All Tasks ™ Export to launch the Certificate Export Wizard.

e  Click Next to access the Export Private Key screen.

e Select the radio button next to Yes, export the private key.

e Click Next to access the Export File Format screen.

e Personal Information Exchange (PFX) file format is selected by default. Click Next to progress to the Password screen.

o  Enter the password twice and click Next to progress to the File to Export screen.

o  Enterafilename for the certificate. You may also choose a directory in which it should be stored. Click Next when done.

¢ You will be presented with the certificate specifications. Click Done to complete the process.

Once these steps have been performed, you have a certificate which you may use for Malwarebytes Management Console.
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Installing a Certificate
It is a simple process to import a certificate (self-signed or commercial), as long as the certificate is in the form of a PFX (Personal
Information Exchange) file. Steps are as follows:

o Launch SSL Certificate Configuration from the Malwarebytes Management Server entry on the Windows Start Menu. The
SSL Certificate Configuration screen (as shown earlier in this section) will be displayed.
o  C(lick the Browse button to navigate to the directory where the new certificate is stored.

e  Select the certificate and click Open.
o The certificate filename will be displayed at the top of the window. Click Import to import the new certificate.
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Preparations for Your First Install

When Malwarebytes Management Console is installed on your server, an icon will automatically be created on your desktop. This
allows you to launch the program, and takes you directly to the login screen (shown on page 10). In addition, you may access the
login screen from the Windows Start Menu, using the Malwarebytes Management Server > Malwarebytes Management Console
link. This method is also shown on page 10. Be careful...two very similar looking links are present on the menu, but they perform
drastically different functions.

Defining the Basics

A number of preliminary settings need to be configured before you can do full-scale deployments to your endpoints. We'll take
care of the basics here to get you started. You will likely revisit this section as you become more familiar. These settings will be
used on an everyday basis. These are listed below.

Domain Query Account (domain installation only)

If you are using Malwarebytes Management Console in an Active Directory domain, you must define this system specification. All
visibility to networked computers, and authorization to perform tasks is based on security policies which are controlled by Active
Directory. Malwarebytes Management Console works in conjunction with Active Directory, but cannot override any policies which
are governed by Active Directory. Go into the Admin panel (left side) and look for the Domain Query Account setting on the Other
Settings tab, as shown here. Click the Change... button and enter the specification that will be used in your environment.

Malwarebytes Management Console | LI
Management Console Sign Dut
s Overview | Database Settings | Signature | Administrators | admin Logs | client Push Install | Email Notifications | Syslog Settings  Other Settings |

Proxy Settings
Praoxy Enabled: Mo

Server:
Part:
Authentication Enabled: o

Username:
Report

Change...
a Admin
Domain Settings
Domain query account: Administrator @VBMC.LOCAL

Change... |
Remove |

Active Directary Synchronization Settings

Interval between sync: 10 minute(s)

Change. ..
SYNC now

Version 1.8.0.3384 {5 Server: 127.0.0.1 Current User: Admin :

Administrators / Users

Malwarebytes Management Console is initially set up with one administrator account (username: admin, no password). Upon your
first login to Malwarebytes Management Console, you are required to change your password. It is strongly recommended that you
create additional administrator accounts, and leave admin as an emergency backup administrator account.

If you are using Malwarebytes Management Console in a domain-based environment, you can add new administrators and users
using two different methods (Add new user..., and Import domain user...). Both are accessible from the Admin panel, on the
Administrators tab, as shown below.
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Malwarebytes Management Console ] LI

Management Console sign Out
fm\ " Qverview | Database Settings | Signature  Administrators |Admin Lags I Client Push Install | Ernail Matifications | Swslog Settings | Other Settings |
UEU Home

| User Name + | Full ame | Rale | Email | Phone | Last Lagon IP | Last Logon Time | Status

A Admin (Built-in) Adrninistrator ko 12 1
@ Client
@ Policy
Report
a Admin @

?:... Enable

Add new user ...

Remove user...
@ Import domain user...

Synchranize user

Version 1.8.0.3384 &) Server: 127.0.0.1 Current User: Adin :

In an environment that does not include Active Directory, the Add new user... option allows you to add new administrators/users.
The screenshots below show the windows that are opened as a results of clicking either the Add new user. .. button or the Import
domain user... button.

F )

—Select Domain User
User Name: = |

[ o =] [ [tame o =
Example: ConsolelogonMame (=13 | Domain Controllers B Admisirat
Administrator
user @corp.local | Information Technology
group@corp.local [T John Smith User
= i user group in AD [T Barry Bonds User
Full Name: . l— [T Demain Computers Group
[ Domain Controllers Group
Password: * " People [T Schema Admins Group
I Quality Assurance [T Enterprise Admins Group
Confirm Password: [T certPublishers Group
— [T Domain Admins Group
ole: i
{7 Administrator : [~ Domain Users Group
i+ User Permission. .. | 4| | _.l_l [T Domain Guests Group |

Email: I

|~ Permission Settng

Phone: The default permission is read-only access, you can manually set the user permission.
" Administrator % User  Permission...
[V Enable

ok | cane | Refresh | Cancel

While the Add New User window allows you to add a single user in a domain or non-domain based environment, the Import Domain
User windows allows you to add one user, multiple users, or OUs at once. The Import Domain User window only works in a domain-
based environment. In both windows, please note the Permission... button. That allows you to set specific permissions for users
with regard to Malwarebytes Management Console operations, or to choose from a template-based set of permissions for different
user classes.

The following screenshot shows the various templates available and illustrates some of the permissions. It is followed by a table
which shows permissions in detail.
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User Permission ﬂ
Permission Setting |Grot.ps Setting |
Template: |Read-only User j
Client Administrator
- |Policy Administrator 1= Expand All |
5 Client System Administrator
can bele % Disable Collapse Al
Power User
Update Database " Enable % Disable
Restore Object " Enable % Disable
Switch Policy " Enable % Disable
Move to Group " Enable % Disable
Remove Client " Enable % Disable
Clear Client Log " Enable % Disable b
=) Client Group
Add/Edit/Remove Client Group " Enable % Disable
=] Policy
Add/Edit/Remove Policy " Enable % Disable
Set Default " Enable % Disable
Create Installation Package " Enable ¥ Disable
Change Priority " Enable % Disable -
0K Cancel

CLIENT POLICY SYSTEM READ-ONLY POWER

ADMIN ADMIN ADMIN USER USER
Scan enabled disabled disabled disabled enabled
Update Database enabled disabled disabled disabled enabled
Restore Object enabled disabled disabled disabled enabled
Switch Policy enabled disabled disabled disabled enabled
Move to Group enabled disabled disabled disabled enabled
Remave Client enabled disabled disabled disabled enabled
Clear Client Log enabled disabled disabled disabled enabled
Add/Edit/Remove Client Group disabled disabled disabled
Add/Edit/Remove Policy disabled enabled disabled disabled enabled
Set Default disabled enabled disabled disabled enabled
Create ion Package enabled enabled disabled disabled enabled
Change Priority disabled enabled disabled disabled enabled

dsabled | _aisables | _aisablea [ _csavies
Add/Edit/Remove Admin disabled disabled disabled

Clear Admin Log disabled disabled disabled

Scan Network enabled disabled disabled disabled enabled

Client Push Install enabled disabled disabled disabled enabled

License read only read only read/modify read only read/modify
Server Address read only read only read/modify read only read/madify
Database read only read only read/maodify read only read/madify
Signature read/modify read anly read/modify read only read/modify
Client Package read/modify read anly read/modify read only read/modify
Cleanup read only read only read/modify read only read/modify

Malwarebytes Management Console provides the ability to allow user functionality while controlling accessibility according to your
requirements.
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Policies

Policies are critical when it comes to endpoint security. They determine behavior of Malwarebytes Anti-Malware and Malwarebytes
Anti-Exploit clients on each endpoint that they are deployed to. The screenshot below illustrates Malwarebytes Management
Console’s Policy module, with overlays to divide the functional areas of the screen.

Malwarebytes Management Console =10 il
Management Console Sign Out
o i = CONTROLS
}U/%U\ Home + : 6 T3]
Deployment Status:  Enabled | 3 Disabled O
W[ Client | Apply to New Client... | Palicy Priority
<y
éﬂ Policy o/ Test Policy 3/29/2016 4:45:07 PM Admin 10 No 2
) MNew Paolicy 4/1/2016 10:22:51 AM Admin 4 No 3
Report
& o POLICIES
MName: Default Policy Status: Enabled
Policy Settings Deployment
Anti-Malware Indude: Al dients Exclude:
Protection Module:  On
Scheduled Scan: 0
| PROTECTION
Anti-Exploit
O tode: On STATUS POLICY DEPLOYMENT SETTINGS
Exduded Ttems: a
Communication
Automatically check for policy update from server, Edit... Installation Package. ..
Version 1.8.0,3384 (8 Server: WIN-A46SLFSBHCI Current User; Admin ;

IMPORTANT: Before deploying policies to any endpoint, it is critical that you read and understand the Policies chapter (pages 25-
36) of the Management Console Administrator Guide.

There are too many aspects of this program module to include in a Quick Start Guide. When you read this section of the
Administrator Guide, the following will help you focus on the various aspects of adding new policies or editing existing policies.

General Settings: General settings controlling basic settings for Malwarebytes Anti-Malware clients

Protection: Determines which real-time protection components of Malwarebytes Anti-Malware will be enabled, as well
as visibility of client to the endpoint user.

Scanner: Specifies behavior of Malwarebytes Anti-Malware during malware scans. Threat remediation settings related to
scans are located on the Scheduler tab.

Scheduler: Allows the administrator to control when a malware scan will be executed, as well as the type of scan to be
executed, and recovery mechanisms if the scan cannot be executed. Threat remediation settings are located here, rather
than on the Scanner tab.

Ignore List: Allows files, folders, registry keys and IP addresses to be excluded from malware scanning. Please note that
entries made here should be made based on trust rather than convenience. If you do not trust the item you are excluding,
you risk damage to your endpoint.

Updater: Determines how your Malwarebytes Anti-Malware client will receive threat signature updates, and if an
alternate method is used, when the updates will occur. This works in conjunction with settings found on the
Communication tab. Because these updates are the foundation of your anti-malware protection, you want to assure a
reliable update method.

Communication: Controls when the endpoint checks in with Malwarebytes Management Console. This is an essential
process for receiving policy updates, as well as receiving threat signature updates (when getting signature updates
through standard methods).

Anti-Exploit: Controls whether Malwarebytes Anti-Exploit is enabled, the client’s visibility to the user, and which shields
are to be used. Custom shields may be added here to supplement pre-defined shields.
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o  Anti-Exploit Exclusion List: Allows files to be excluded from exploit testing by the Malwarebytes Anti-Exploit client. Each
file to be excluded is specified by its MD5 signature, which is a highly unique method of identifying a file and its contents.

Client Groups

Client Groups allow you to divide your networked computers into smaller segments based on what function they perform, or who
uses them. Combined with policies, they help to maintain high network throughput when communication between server and
clients is taking place. If you are using Malwarebytes Management Console in a domain-based environment, you can create groups
based on your OU structure in Active Directory. While you can mimic AD’s OU structure, you cannot override it. The screenshot
below shows the Client panel and the screen layout.

Habmareiyles Manageaient ¢ ool

£ Lngrouped lante
7 2h Check
B oy Fp e —
:j Paprt Lo
& s
CLIENT GROUP
ORGANIZATION

Management Console

sign Oul

Chents: 007 |/ Ok 2
STATUS 4 swrw 0 Urengited 3
Logenuer Lt San T Dotn.,, | Gasabuse veraen Pokey tiew by =]
[ CHEDOVATANT  Ueegatred b et
ASEOIEIRIM YL, VIOIR02610 o0 Som Intemat -4

) M () rasmans  ooes Gk

QANCE AP

HEMTRITAS AN

QRRCWINIOFFICE  Onine VIITD26.13

5, G TR A

g J Offive corp nerntems.com
@ ™ Q) recien e - 000 et Py - ¥:12
@ ™ @) remenn Ofes p—— w00 ekt ey - ¥:13
@ ® @) reseiention Offine mbmcive net 1000 Default Polcy - V212
O M @) remicnio afftee s et w00 e Poley -¥:12
@ M () reecionons s bt rat CLIENTS w0 et Poley -v:12
@ ™ @) resmention Offire mbmcive.net 1000 Defauitolcy - ¥:12
@ M @ reoenon Offiee st 1000 Deoult Pokery - :12
@ ™ @) recienon s sk nat 1000 kol Poby 512
@ W @) resmentions offine sbndvenat 1000 DefautPobcy - V:12
i ot 100 Dedoult iy - ¥:12

;T, M ) Teimenos s

AusReiesh

paeses oo =1 WAl HH o) |ENT INFORMATION

Cherit o | $rusem Loge | Seasityio |

Compuer Mame: QAPNTNTE Y] wrent Logon ser: 05 Service Pack: Wirndews T Peufessenal..
o Workgroup: CATEST Lt Logon User: g 1 Addresss 10300193353
States Offiee Lt Scan Result: Physical Addrase: 00-40-54-415-8-30
Polcys 2he check - ¥i2 Last Scan Time: Subnet Mask:

Mew Pocy: Last Défline Time: Detault Gateway:

Hamaged Chont Version: 1803004 Databaye Version: Prctrred BHS:

Anti Habware Verson: 2.00.2.1012 Database Dt Alternate DS

Rsti-baphit Verson: L8210 Anti-Hahware Protecton G Anti-tapho... on

Cumant Usis: A

Client Groups appear in a vertical format on the left side of the screen. A context menu is available for Client Groups that provides
certain functionality. That menu, and a brief description of selected commands is shown here:

Q@
&8

8 & BE P

Add...

Add AD OU as Group...

Run Quick Scan Mow
Run Full Scan Now

Run Flash Scan Now

Update Client(s) Database Mow

e  Add:Add a new client group

e Add ADOU as Group...: Import an AD OU as a group. AD naming
is used.

e  Rename: Rename a non-AD group

o Remove: Remove a group. All computers will revert to
Ungrouped Clients group.

All endpoint-related commands are functional only after groups have
been defined and discovery has taken place.

Switch to Other Policy...

Mee 4 e
Move 0 Lroup...

Expand All
Collapse Al

Endpoint Security Quick Start Guide

18



Discovery of Network Computers

There is one more preliminary step before we can install a client on an endpoint. Discovery of networked computers allows us to
know where Malwarebytes clients should be installed. This is done from the Admin P Client Push Install tab. A screenshot is shown

below.

Scan Option

% Scan IP range 0., 10.10.2 -|1w0,10.

£ Scan IP addresses from file

¢ Scan computers under OU

m . 5

There are three different ways in which you can perform network discovery.

e Scan IP range: Allows you to discover by IP address. Beginning and ending addresses must have the first two octets in
common. Along with computers, it will also return servers, printers, and other networked devices.
e Scan IP addresses from file: Allows you to enter IP addresses (one per line) in a file. This is helpful when including

computers in IP blocks different from your primary addresses, as is common in VPN or VLAN implementations.

e Scan computers under OU: Allows you to get discovery criteria from Active Directory, by selecting an OU.

After selecting the range of computers to discover, you can these choose how they should be discovered. There are several
methods available, and reasons for each to be used. It is best to again refer you to the Management Console Administrator Guide,

pages 55-59.

Malwarebytes Management Console B

Manag t Console

Overview | Signature | Administrators | Admin Logs Client Push Instal |Ema\| Notifications | Syslog Server | Other Settings |
Home

This feature installs dient software on remote computers.

Scan Option |

Client

PN
L
@ & Scan IP range |1n. MW.10.1 - |10.10. 10 .25
@ " Scan IP addresses from file
1 Policy
" Scan computers under OU
I™ Hide installed dient
Report Computers Found: 0 ™ Hide ignored device
| Computer Name | Domain/Workgroup | TP Address | Execution Result | Anti-Malware Version | AntiExploit Version | Last Detection Time
& Admin WINT-6: CONTOSO 10.10.10.2 @ Smulate Client Instal... 2: 5:39:45 PM
B wmnszox CONTOSO 10,10.10.5 & ClentPushInstal... 2{3(2015 3:25:04FM
[ xreox CONTOSO 10.10.10.4 ] ClientUninstall... 2/3/2015 2:48:39 PM
EUBBA3 CONTOSO 10.10.10.3

@ Ignore Device(s)

ED Copy to Clipboard

2{3/2015 2:25:02PM

Version 1.8.0.3384 (& Server: 10.10.10.132

Current User: Admin ;

In the screenshot shown above, a discovery was performed on the IP range 10.10.10.2 — 10.10.10.254, which contained four
computers. They are shown here, each with an icon to the left of the computer name. The icon shown (as well as other icons which

may appear are shown here.
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ICON CLIENT STATUS

Clientinstalled and operational

Client registration failure

Status unknown to server

Ignored device

Passed simulation

IR SIS

Error condition

During an initial discovery, you would expect only to see the “Status unknown to
server” icon. The first two icons would appear only as a result of a client installation.

After performing discovery, you may choose to ignore certain devices because they
are not suitable for client installations. The “Ignored device” icon would then

appear.

In all cases, the “Error condition” icon warrants attention.

Licenses for Purchases and Trials

Malwarebytes Management Console will block the ability to deploy any Malwarebytes protection products to an endpoint unless a
valid license has been entered. Malwarebytes Anti-Malware and Malwarebytes Anti-Exploit each have their own license. License
keys will be issued by Malwarebytes (or by a reseller, if you purchased through a reseller). These license keys are used for purchases

and for evaluations.

The following screenshot shows the Overview tab of the Admin panel. This screen allows you to enter the license key for each of
our protection clients. Clicking the Set License button for the appropriate client allows you to enter the key. Again referring to the
screenshot, a valid license has been provided for Malwarebytes Anti-Malware and its status is shown as Licensed. The key itself has
been obfuscated. No license key has been provided for Malwarebytes Anti-Exploit, so it is shown as Unlicensed. Applying a license
from a product purchase would change its status to Licensed, while a trial key would change the status to Evaluation.

@ Clint
@ Policy
Repott
& Admin

Management Console

License Information

Anti-Malware

Seats Used Locally:
Seats Used Glabally:
Seats Purchased:
Expiration Date:

D

Status:

Updated every 29 houwrs
Anti-Exploit

Seats Used Locally:
Seats Used Globally:
Seats Purchased:
Expiration Date:
Key:

Status:

Updated every 29 houwrs

Server Address Settings

Server Address:

Client Cornmunication Part:
Server Administration Port:

o
o
1
z19/2017

Licensed

Sek License..,

Malwarebytes Management Console

Qverview |Database Settings | Signature | Administrators | Admin Logs | Clignt Push Install | Email Notifications | Syslog Settings | Other Settings |

Remaove License Get License

Unlicensed

Sek License..,

Femove License | it icerise |

10,100,133.153
18457

443 Change...

=10 %]

sign Out

Version 1.8.0.3384

(5] Server: 127.0.0.1

Current User: Admin :

If you are evaluating one or both managed clients and do not elect to purchase during (or at the end of) your trial, the trial will
terminate and you owe nothing. You may evaluate either or both managed clients using this method, although you can only

evaluate each one once.
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Installing Your First Client

You have done your pre-requisites on all computers. You have set up your server. If you have Active Directory, you have set up
your domain query account. You have begun to define policies. You may have set up client groups, and finally you have done a
discovery on all or part of your computer network. It's time to install a client. Please note the context (right-click) menu which
appears on the discovery results screenshot on the previous page. The first two items on this menu are processes that we will now
perform.

Simulate Client Install

This option tests the ability of Malwarebytes Management Console to communicate with an endpoint on which a managed client is
to be installed, to perform steps which simulate a client installation, and to verify results of these steps. Because this process adds,
deletes and executes files that are located on the endpoint, authentication is required on the client. This consists of the user name
and password for an administrative user on the endpoint. There may be instances when permissions for the administrative user
do not provide the level of permissions required for an installation/simulation to occur. In this case, Windows Management
Instrumentation (WMI) is utilized to perform the simulation. The WMI service must be running on the endpoint, and the simulation
must be performed by an admin user whose permissions allow use of the WMI service.

Client Push Install

This option allows managed client software to be installed on an endpoint in the corporate network. A screenshot of the Client
Push Install panel is shown below.

Client Push Install x|

DomainiUser Name: = Iconb:so.com'»ﬁdministrab:r

Password: = I ““““

I™" Enable wWMI
Client Group: = IUngrouped Clients j
Policy: IDefauIt Policy ﬂ

¥ Do not create start menu and desktop icons
¥ Install Anti-Malware
V¥ Install Anti-Exploit

OK I Cancel |

Administrator-level authentication on the endpoint is required. If there are any permissions issues where the admin user may not
be able to accomplish installation tasks, the Enable WMI checkbox can be checked.

You may install managed client software on this endpoint as a member of Ungrouped Clients, or as a member of a specific Client
Group. In addition, a Policy must be selected before installation can occur.

You may also choose whether the managed client is visible to the endpoint user via entries on the Windows start menu and desktop
icon. If this option is selected, both will be created during installation. If unselected, neither will be created. There is no provision
for creating only one of the two visible indicators of Malwarebytes presence on the endpoint. Finally, you can elect to install
Malwarebytes Anti-Malware, Malwarebytes Anti-Exploit, or both clients.

That's all there is to it! A lot of work has went into Malwarebytes Endpoint Security, so that the task of providing a secure, malware-
free environment takes less work on your part. Congratulations on taking the next step in computer security!
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